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SECURITY ADVISORY

MLflow scorer code exec

CVE-2026-116692 - MLflow 3.12.0rc0 to 3.16.x

Assessment & Action Plan

A critical flaw in MLflow's scorer loading lets a caller run Python on the tracking
server. Whether you are exposed depends on three things you can check today:
whether authentication is on, whether the server can write to its own package
directory, and who can upload artifacts.
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ML platforms are built for researchers, and researchers need things to work without friction. That is
how tracking servers end up on a shared network with no login. On 27 October a critical flaw in
MLflow turned that convenience into a way to run code on the server. This note is about which of
your servers that applies to, because the answer depends on three conditions that are all easy to
check.

It is for you if you run MLflow, or are responsible for the people who do. Everything is as of 28
October 2026 and every claim links to its source at the end.

The short version

* (CVE-2026-116692 (CWE-94, code injection; CWE-470, unsafe reflection): in MLflow 3.12.0rcO up
to but not including 3.17.0, third-party scorer loading accepts a request-selected Python
module and class and imports and constructs them on the server. CVSS 3.1 9.8.

* Fixed in MLflow 3.17.0. The GitHub advisory was published on 9 October, ahead of the CVE
record on 27 October.

¢ Condition one: on a default server with authentication disabled, no credentials are needed.
With basic authentication, the attacker needs an account that can create experiments and runs
and upload artifacts.

* Condition two: the server process must be able to write under one of the allowed scorer
package directories. The advisory says that is the case in the reproduced official image, which
runs as root, and may be in a virtual environment run by the same operating-system user.

* The advisory notes that a read-only container filesystem, or a scorer package directory owned
by a different non-writable user, blocks the placement step of the chain.

What the bug is

MLflow lets you attach "scorers" to evaluate model output. One endpoint accepts a serialised scorer
that names a Python module and class. The server is meant to import only modules inside a fixed list
of allowed packages. The check it used accepted any module nested beneath an allowed package,
not just the package itself.

That matters because MLflow also lets you upload artifacts through its normal experiment and run
endpoints. If the server can write into an allowed package's directory, an attacker can place a Python
file there through the ordinary upload path and then ask the scorer endpoint to import it. Importing
a module runs its code, and constructing the class runs more. The constructor executes before the
request is validated, so the request can come back as an error after the attacker's code has already
run. That is the advisory's own description, and its proof of concept was deliberately harmless.
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The three conditions

* Authentication. With none, anyone who can reach the server can do all of it. With basic
authentication, the scorer endpoint has no resource-level permission check before the import,
so anyone with an account that can create an experiment and a run and upload an artifact is
enough.

* Write access. The server process must be able to write inside an allowed scorer package
directory. Whether that holds is a property of how you deployed it, not of MLflow.

* Version. 3.12.0rc0 to 3.16.x. Earlier versions are outside the range, and 3.17.0 is fixed.

Why "can upload"” is the privilege to watch

The usual reading of a basic-authentication deployment is that ordinary users cannot do anything
dangerous. Here, the three permissions most users have, creating experiments, creating runs and
logging artifacts, combine into code execution on the server. Until you upgrade, treat those users as
having a code-execution privilege on the server's account.

Things people will get wrong

e "We turned on basic authentication." That reduces the number of people who can do it. It does
not stop an account that can upload artifacts.

e "We runitin a container, so it is contained." The advisory says the official image runs as root
and the package path is writable. A container is a boundary only if the process inside has no
more access than it needs.

* "Qur server is internal." Internal to whom? If everyone on the network can reach it and it has
no login, everyone is in the first condition.

* "The advisory is from 9 October." The CVE record, and so most scanners' knowledge of it, is
from 27 October. A scanner that watches the CVE feed was about eighteen days late.

How we would triage it

This is our judgement, built on the conditions above.

e Start with the servers that have no authentication on a network others can reach. That is the
emergency, and the quickest fix is to cut the reachability.

* Then upgrade everything in range. 3.17.0 is a clear target.

¢ Use the filesystem control even after you upgrade. A read-only application directory is cheap
and removes a whole class of placement attacks.
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Step 1: find every server and its settings

# Version
pip show mlflow | grep -i '“version'

# Is authentication on? (look for the auth app or basic-auth settings in how it is started)
ps aux | grep -i '[m]lflow’

# Is the package directory writable by the process's user?
python - <<'PY'

import os, mlflow

p = os.path.dirname(mlflow. file )

print(p, 'writable by this user:', os.access(p, o0s.W OK))
PY

# Inside the official image

docker run --rm --entrypoint sh IMAGE -c 'id; python -c "import
mlflow,sys;print(mlflow. version )"'

Check every place MLflow runs: a shared server, a notebook environment, a CI job, a containerin a
research cluster.

Step 2: reduce reachability

* Put servers without authentication behind a network boundary and an authenticating proxy.

* Restrict who can reach the server to the people who use it.

Step 3: upgrade

* Upgrade to MLflow 3.17.0 or later, and rebuild images.

* Run the server as a non-root user, and make the directory that holds the Python packages
read-only or owned by a different user than the one running the server.

* Use a read-only container filesystem where you can, with a separate writable volume for the
data MLflow must write.

Step 4: look backwards

* ook for Python files that should not be in the allowed scorer package directories under the
MLflow installation.

* Review artifact uploads for files with a .py extension and for artifacts that do not match a
model or data file.

* Review requests to the scorer invocation endpoint, especially errors, since code runs before
the request fails.
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¢ Look for unexpected processes and outbound connections from the server. Rotate any
credentials the server held: storage keys, database passwords, tokens.

What we do not know yet

¢ Whether anyone is exploiting it. The advisory does not say, and its proof of concept is
harmless.

* Which downstream platforms embed an affected MLflow.

* Whether other endpoints share the same import check.

If you take one thing from this: in an ML platform, "can upload an artifact" and "can run code" are
not as far apart as they look. Count who has the first.
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Appendix 1. Severity decoded

CVE-2026-116692: score 9.8, CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H Scored for a server with
authentication disabled. With basic authentication an account is needed, so the score describes the

default case.
Metric
Attack vector
Attack complexity
Privileges required
User interaction
Scope
Confidentiality
Integrity

Availability

Value
Network
Low

None
None
Unchanged
High

High

High

Appendix 2. Timeline

What it means here

Reachable over a network, with no need to be on the same segment.
No special conditions beyond the flaw itself.

No account is needed.

No one has to do anything.

Damage stays inside the vulnerable component.

Total loss of confidentiality.

Total loss of integrity.

Total loss of availability.

Date

9 October 2026

27 October 2026

Event

GitHub advisory GHSA-26p8-2jq9-3vq9 published; MLflow 3.17.0 is the fix.

CVE record published.

Appendix 3. Exposure by situation

These priorities are our judgement from the attacker prerequisites in the sources. They are not

vendor ratings.
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Your situation Priority Timeframe

MLflow server with authentication disabled and reachable from a Critical Upgrade or isolate
network you do not control today
MLflow with authentication disabled, reachable only inside a small High Upgrade this week

trusted team

Basic authentication on; many users can create experiments and upload  High Upgrade this week

artifacts

Server cannot write to its scorer package directory Lower Upgrade in the next
cycle

MLflow 3.17.0 or later, or earlier than 3.12.0rc0 None Confirm the version

Appendix 4. Definition of done

¢ Every MLflow server is listed with its version and its authentication setting.
e Eachison 3.17.0 or later, or on a version before 3.12.0rcO.

* No MLflow server runs without authentication on a network that more people than the team
can reach.

* The server process cannot write to the Python packages it imports from.

* Who can create experiments, runs and artifacts is known, and treated as a code-execution
privilege until patched.
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Sources

¢ MLflow advisory GHSA-26p8-2jgq9-3vq9, CVE-2026-116692: https://github.com/mlflow/mliflow/security/advisorie
s/GHSA-26p8-2jq9-3vq9

e CVE-2026-116692 record (GitHub CNA): https://www.cve.org/CVERecord?id=CVE-2026-116692

e MLflow release v3.17.0: https://github.com/mlflow/mliflow/releases/tag/v3.17.0

e MLflow pull request 25906: https://github.com/mlflow/mliflow/pull/25906
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